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Course overview

• Title: Resilience of critical infrastructures

• Coordinators: 

• Nasi Greta, Associate Professor, Bocconi University

• Zio Enrico, Professor, Politecnico di Milano (Italy) and Mines Paris – PSL 
University (France)

• Teaching team (Polimi):

• Ahmed Ibrahim, Professor, Politecnico di Milano (Italy

• \Maria Valentina Clavijo Mesa, Politecnico di Milano (Italy)

• Zio Enrico, Professor, Politecnico di Milano (Italy) and Mines Paris – PSL 
University (France)

• + Foreign Experts

• Language: English

3



Greta Nasi

greta.nasi@unibocconi.it

ITALY

Associate Professor, Department of Social and Political Sciences, Università Bocconi

Director of the Master of Science in Cyber Risk Strategy and Governance at Università Bocconi 
and Politecnico di Milano

Director of Research for Government, SDA Bocconi School of Management

Director of the Executive Master in Management of International Organizations, SDA Bocconi 
School of Management

Honorary Fellow, Business School of the University of Edinburgh
Greta Nasi is an Associate Professor at the Department of Policy Analysis and Public Management at 
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Professor

Signed for Panthers: July 1998

Beaer known "Li#le knee" for his ease in  running.

Acer the much talked rePrement of the "Divine  Ponytail" (Roberto Baggio), he 
stands as the last true and pure arPst of the Italian soccer.

He remains a patrimony to be safeguarded, in spite of the " tac6cal problem" 
he represents for the Panthers team.

Fancy on the field and even brilliant off the field: meePng him disguised 
as Santa Claus at weddings or as deejay in popular Milano's bars, one would 
never realize that he is an internaPonally renowned luminary.



Vulnerability 



Vulnerability and failures

Hazard
Threat

Engineered complex system

Resistance 
/ Resilience 
Capacities

Degree of 
Exposure

Degree of losses and damages as a 
function of the exposure, balanced 
by resistance/resilience capacities

Vulnerability

•Nature
•Magnitude
•Geographical 
extent
•Duration

•Spatial dispersion
•Speed of onset
•Frequency/Probability
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Vulnerability - Technical Example
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Vulnerability - Societal Example
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RISK



Uncertainty

Events with
some
effects

Consequences

Some
effects are
undesirable



The risk 
concept

How to 
measure or 

describe
risk 

Consequences
Uncertainty



Risk
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•RISK = POTENTIAL DAMAGE + UNCERTAINTY

Dictionary: RISK = possibility of damage or injury 
to people or things 

RISK = {Si, pi, xi}

1) What undesired conditions may occur?
2) With what probability do they occur?
3) What damage do they cause?

Accident Scenario, S
Probability, p
Consequence, x

S. Kaplan. B.J. Garrick, On the quantitative definition of risk, Risk Analysis, 1981



RISK ASSESSMENT



Risk Assessment is 
conditioned on the

Knowledge

𝑹𝒊𝒔𝒌 = 𝓐,𝓒, 𝓠;𝓚

Possible Accident Scenarios
Knowledge Available

UncertaintyConsequences

RISK ASSESSMENT
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p1

p2

{S1, pS1, x1}

{S2, pS2, x2}

{S3, pS3, x3}

{S4, pS4, x4}

1 ‒ p1

1 – p2

p2

1 – p2ALEATORY

EPISTEMIC

Aleatory: variability, randomness (in occurrence of the events in the scenarios)

Epistemic: lack of knowledge/information (probability and consequence models)

Initiator 
Event (IE)

Event 1: 
Shut-down valve

Event 2: Emergency and
evacuation procedure

(aleatory and epistemic) Uncertainty



S p x

S1 p1 x1

… … …

SN pN xN

{Si, pi, xi}

PRA results:



Example of F/N graph



The level of risk is not acceptable
and risk control measures are
required to move the risk figure to
the previous regions.

The level of risk is broadly acceptable and
generic control
measures are required aimed at avoiding
deterioration.

The level of risk can be tolerable
only once a structured review of
risk-reduction measures has been 
carried out

RISK MATRIX:



Risk Assessment: main steps

1. System description and modeling

2. Historical analysis of past accidents

3. Hazard identification

4. Selection of most critical hazards and identification of Initiating Events 
(IEs)

5. Analysis of the accident sequences deriving from the IEs

6. Evaluation of risk à decision-making process



Risk Assessment and Management36

Acceptance criteria Analysis preparation

System definition

Hazard identification                                     Accident 
scenarios definition Si

Risk representation

Risk evaluation

Further risk reduction 

Risk reduction 

Frequency analysis pi Consequence analysis xi

Risk esPmaPon

Risk assessment

Risk management and control



Risk assessment
informed

Robustness, resilience-
based strategies

Main strategies for handling risk 

Balancing other concerns

Codes and standards – simple problems  

Cautionary/
precautionary
principlesDialogue



Develop, 
creating values

Take risk  

Reduce the risks 
and uncertainties 

Cautionary-
precautionary

Cost-benefit analyses   ALARP 

Balance  

Development and protection

Risk acceptance criteria
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Complex Systems
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Complex (technical) systems
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Complex (technical) systems
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• Network of many interacting components
• Components of heterogeneous type
• Hierarchy of subsystems
• Interactions across multiple scales of space and/or time

Dependences (uni-directional) and 
interdependences (bi-directional)



Complicated vs. complex technical systems
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Complicated Systems (mechanical 
watches, aircraft, power plants, etc.)
• Components have well-defined roles and 

are governed by prescribed interactions.
• Structure remains stable over the time. 

Low dynamics.
• No adaptation. One key defect may bring 

system to a halt.
• Limited range of responses to changes in 

their environment.
• Decomposing the system and analyzing 

sub-parts can give us an understanding of 
the behavior of the whole, i.e. the whole 
can be reassembled from its parts.

• Problems can be solved through analytical 
thinking and diligence work.

Complex Systems (stock market, www, power grid, 
etc.)

• Rules of interaction between the components 
may change over time and may not be well 
understood.

• Connectivity of the components may be quite 
plastic and roles may be fluid. Interactions are 
not always obvious.

• System responds to external conditions and 
evolves.

• Display organization without a central organizing 
principle (self-organization/emergence).

• Respond to and interact with their environment.
• Inadequate information about the state of the 

influencing variables, nonlinearities.
• Overall behavior cannot be simplified in terms of 

their building blocks. The whole is much more 
than the sum of its parts.



Examples of complicated and complex systems
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The nation's Power Grid is an example of a complex system that evolves continually

Complicated Systems: Mechanical watches, 
Boeing 747, Power plants, …

Complex Systems: Stock market, Power grids, 
Highways, WWW, Natural ecosystems,  ...

Any redesign or upgrade affects how the engineering system is used and this, in turn, affects 
the requirements. This interaction with and adaptation to the changing environment 
makes the evolving system more complex.

It must respond to the challenges such as:
• incorporating new, intermittent sources at new locations such as wind 

and solar
• supporting a market in bulk electricity
• accommodating new loads such as electric cars
• exploiting the ongoing advances in communications, computer power, 

materials and devices. 
Scrapping  the Power Grid and redesigning it from scratch is not an option: advances 
must build on and coexist with components and technologies that are up to 50 years old.
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Critical Infrastructures



 

 
   
 

Water supply 
Systems

Electric
Power Networks

Gas supply 
Systems

Critical infrastructures



Critical Infrastructures

Swiss Power System Natural Gas Pipelines

• Internet
• World Wide Web
• Railway
• Motorway
• …



Critical Infrastructures: complexity

• Structural complexity
• Heterogeneity
• Scale and dimensionality
• Dependences and interdependences

• Dynamic complexity
• Emergent behavior
• Adaptive learning
• Evolution and growth mechanisms
• Cascading



Critical Infrastructures: structural complexity 
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• Heterogeneity of components across different technological 
domains due to increased integration among systems.

v Physical hard components (road, railways, pipelines, …)

v Soft components (SCADA, information and 
telecommunication systems)

v Human and organizational components



Critical Infrastructures: structural complexity
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• Scale and dimensionality of connectivity through a large 
number of components highly interconnected by dependences 
and interdependences distributed over a large geographic 
extent.

• Decomposability of the system into subsystems and into 
further separate elementary elements.



Critical Infrastructures: structural complexity
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An example: the Internet

• It penetrates our offices, houses and public 
spaces

• It is a platform for commercial and social 
interactions

• It increases the efficiency of economic
activities

• It is a backbone and enabler of 
convergence across multiple fields
(engineering, social, economic, finance and 
policies)



Critical Infrastructures: structural complexity
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Example of 
infrastructures 
interdependencies
[Rinaldi et al. 2001]



Critical Infrastructures: dynamic complexity
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Emergent behavior refers to actions of a system as a whole 
that are not simple combinations of the actions of the individual 
constituents of the system. It emerges in response to changes in 
the environmental and operational conditions of parts of the 
system. 

Examples:
• Internet: social bookmarking leads to an emergent effect in which information 

resources are reorganized according to users priorities.
• Electric power grids: local failures can evolve into unexpected cascade failure 

patterns with transnational, cross-industry effects.
• Smart grids: large amount of information exchanged within technologies at a 

period of high electricity demand can lead to a vulnerable condition of the 
system.

• Road transportation congestion: slow movement of the traffic.



Critical Infrastructures: dynamic complexity 
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Emergent behavior on a highway during rush hour.

It is not due to specific actions of individual vehicles à no individual vehicle 
plays a critical role. 
If some subset of the vehicles acted differently in their local actions (within certain 
boundaries), the global effect of slow-moving traffic would be unchanged.

It arises from the cumulative effects of the actions and interactions of all 
individual vehicles. The global effects depend on the general activities of 
sufficiently many of them, within the context of that highway.

Global system property that emerges: slow movement of the traffic



Critical Infrastructures: dynamic complexity 
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Evolution and growth mechanisms: the system is forced to 
evolve when the external pressures applied to it exceed “critical 
values” beyond which the adaptive learning mechanisms are 
inefficient. In the absence of a central authority governing system 
changes, the evolutionary process resembles natural selection in 
biological systems, resulting in the consequent disappearance of 
elements associated with low adaptive fitness. Unlike biological 
systems, complex engineered systems are exposed also to constant 
growth of user portfolios.

Examples:
Internet: it is the product of the evolution 
of its constitutive software and hardware 
technologies, information and 
communication services and applications, 
and also it faces the creation of new ways 
of use, such as e-commerce. 



Critical Infrastructures and their interdependencies

9th September 2015 / Pierre-Alain Graf / Systemic Risks in the Swiss Transmission Grid 
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Critical infrastructures: cyber-physical system of systems (CPS)

Real-time feedback 
by actuators

Data gathering 
by sensors

Communication 
network

Data management
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SCADA

SCADA

State Estimator (SE)

Optimal Power 
Flow

Control Center

EMS

Cyber system Physical System

RTUsState Estimator
Ø Measurement model:

𝑧 = 𝐻𝑥 + 𝑒

Ø State Estimation :
'𝑥 = 𝐻(𝑊𝐻 *+𝐻(𝑊𝑧

Power Network
𝑃-, 𝑃-,/ , 𝑉-, 𝛿-RTUs

Critical infrastructures: cyber-physical system of systems (CPS)
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Risk Assesssment and 
Management



Electric power supply systems: major blackouts
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Italian Blackout, September 28, 2003
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Italian Blackout, September 28, 2003
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3:00 AM Italy imports 6.9 GW, 25% of the country’s total load, 300 MW 
more than scheduled

3:01 Trip of the 380 kV line Mettlen-Lavorgo (highly loaded) caused 
by tree flashover; overload of the adjacent 380 kV line Sils-
Soazza

3:11 ETRANS (CH) informs GRTN (I): Request by phone to reduce 
the import by 300 MW (not enough)

3:21 GRTN reduces import by 300 MW
3:25 Trip of the Sils-Soazza line due to tree flashover (at 110% of its 

nominal capacity); the Italian grid loses its synchronism with the 
UCTE grid; almost simultaneous tripping of all the remaining 
connecting lines

3:27 Breakdown of the Italian system, which is not able to operate 
separately from the UCTE network (instabilities); loss of supply

9:40 PM Restoration of the Italian system completed



Italian Blackout, September 28, 2003
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Impact on Population  - strong
• People affected: 56 Million
• Hundreds of people trapped in elevators.

Economic Losses  - moderate
• About 120 million €
• Several hundred k € due to the interruption of continuously working industries.

Impact on Dependent Critical Infrastructures  - varying
• TransportaMon: ~110 trains , 30’000 passengers, Subways in Rome and Milan. Flights 

cancelled or delayed. Outage of traffic lights partly led to chaoMc situaMons in major 
ciMes, no severe accidents.

• Water supply: InterrupMons for up to 12 hours.
• I & C: Telephone and mobile networks in a criMcal state. Internet providers shut 

down their servers (data transfer rate went down to 5% of normal).
• Hospitals: No serious problems due to the use of diesel-driven generators.



Italian Blackout, September 28, 2003
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Risk Assessment and Management

Risk
Unknowns 

T. Aven and E. Zio, Foundational Issues in Risk Assessment and Risk Management, Risk Analysis, Vol. 34(7), 2014

A. Yamaguchi, PSAM 12, 2016
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World Risk Society: Risk Assessment of CPSs

Real-time feedback 
by actuators

Data gathering 
by sensors

Communication 
network

Data management

89
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Risk Assessment of CPSs

SCADA Power Network
𝑃-, 𝑃-,/ , 𝑉-, 𝛿-

SCADA

State Estimator (SE)

Optimal Power 
Flow

Control Center

Induced	failures	by	
malicious	attacks

EMS

Cyber system Physical System

RTUs

RTUs

91



Enrico Zio

Risk Assessment of CPSs

State 
Estimator (SE)

Generation 
Dispatch

SCADA

Load Estimation Optimal Power 
Flow

LOAD DISPATCH

DATADATA

Power FlowBad Data Detector
Ø Bad Data Detection :

𝑧 − 𝐻'𝑥 ≥ 𝜏

Ø If bad data is detected :
𝑟6 = 𝑧6 − 𝐻67𝑥6 > 𝜏

NO 
ALARM!

CONTROL

92

ü DC approximation: linearized equations model... 
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Risk Assessment of CPSs

WHEN ?
WHERE?

1. Grid condition favorable to cyber-attack.

2. Most vulnerable portion of the grid.

3. Renewables energy resources availability

CPS for renewables energy application :

1. Best attack timing? When the grid is more 
vulnerable?

2. Which are the most vulnerable sensors ?

Attacker:

93
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Cyber controller Physical process

Set point

e(t)

Measured variable

Command signal

Environment

Database
U

se
r i

nt
er

fa
ce

Component failure 
& software error

Cyber attack
Risk assessment of CPSs

Digital I&C Systems in NPPs

Lack of reliable information affects the 
capability of the implemented control strategies 
to counteract anomalies and adapt to 
unforeseen operative conditions.

Affects the system stability under 
varying environmental conditions.

Human errors to be 
accounted for.

Affects the system by mean of 
unexpected external attacks.

• Environmental conditions affect the way components 
interact with each others;

• Aging affects the process dynamics of the hardware 
failure behaviors;

• Degradation generates multiple failure modes which 
affect the system response to different stimuli.

UNCERTAINTIES IN SAFETY ANALYSIS: How to build confidence in safety decisions?

VULNERABILITIES IN SECURITY ANALYSIS: How to build confidence in security solutions?

COMPONENT FAILURES

SOFTWARE ERRORS

Actuators

- Design errors;
- Common-cause software failure;
- Function, algorithm or logic failure.

CYBER ATTACKS
to Sensors, Actuators and Computation

Network

Sensors

Risk Assessment of CPSs
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Water mass flow rate: 192kg.s-1

Modeling and simulation of cyber threats

SG pressure: 180bar

Admission valve coefficient: 0-100%

Condenser

Turbine

T_cold_leg

T_hot_leg

G_water

kvh_CR

Pressure

Th_power

T_steam

Water Pump

Attemperator
G_attCore

Steam 
Generator

Header

Control System
T_steam

Pressure

T_cold_leg

Th_power

kv

G_att

G_water

h_CR

PI

PI

PI

PI

T_feed

Feedforward

Turbine Admission Valve

Objective: 
380-420oC

X
X

X

X

X

X

CR insert length: 0-65cm

Thermal power: 300MW

Malicious activities:
• Denial of Service (DoS) attack;
• Malware contagion;
• Illegal command execution;
• Packet/data modification;
• Network scan & sniffing;
• Local exploit to escalate privilege;
• Processor resource exhaust attack.

Computation 
nodes

Actuators

Sensors

Risk Assessment of CPSs
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Risk Assessment and Management

T. Aven and E. Zio, Foundational Issues in Risk Assessment and Risk Management, Risk Analysis, Vol. 34(7), 2014

A. Yamaguchi, PSAM 12, 2016

Risk
(residual)

Unknowns 

Risk
(compensable/
acceptable)
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Bad things have happened
(and will happen again)

What bad things?

How likely? How bad?

Prepare, miMgate

Hazards and Threats

Risk assessment

Risk management

Risk analysis
1) What can happen? (accident, A)
2) How likely will it  happen? 

(uncertain occurrence, U)
3) If it does happen, how bad will it 

be? (uncertain consequence, C)

Surprise!!!

In addition to 
preparation…respond 

adaptively…
Make the system resilient!

From risk prevention/mitigation to resilience

There will always be unforeseen events (due to 
the complexity of our systems) and, thus, 
means must be put in place to adequately 
respond to such events when they occurZio, E., 2018. The future of risk assessment. Reliability 

Engineering & System Safety, 177, pp.176-190.
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Resilience
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What is system resilience?

The sum of the passive survival rate (reliability) and proactive 
survival rate (restoration) of a system, (Youn et al. 2011) 
“Intrinsic ability of a system to adjust its functionality in the 
presence of a disturbance and unpredicted changes” (Hollnagel 
et al. 2006)
“The ability of a system to sustain external and internal 
disruptions without discontinuity of performing the system’s 
function or, if the function is disconnected, to fully recover the 
function rapidly” (US ASME 2009)
“The resilience of infrastructure systems is their ability to prevent, 
absorb, adapt, and/or quickly recover from a disruptive event 
such as natural disasters” (US National Infrastructure Advisory 
Council NIAC, 2009)
…
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What is system resilience?

• Resilience: focus on the ability of a system to “absorb” and 
“adapt” to disrup0ve events, and “recovery” is considered as 
the criPcal part of resilience 

• It considers the whole response dynamics of a system to any 
kind of disrupPons



Features of system’s resilience
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4R framework

Robustness, Rapidity

Redundancy Resourcefulness
• Physical
• OperaPonal  

• Technical 
• Organizational

Features of system’s resilience
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What is system resilience?

Risk =

Robustness =

Resilience =

Robustness Recovery   Rapidity
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Resilience vs. risk



Prof. Enrico Zio

Basic elements

Element 3: Time

Element 2: Quality of Performance

Element 1: System

Element 4: Threat

Pnormal

P(t)

CI resilience quantification and assessment
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CI resilience quantification and assessment

Resilience metrics

• ClassificaMon: depends on the applicaMons 
of interest, computaMonal techniques, 
available data, etc.

Resilience 
quantification 

metrics

Deterministic

Dynamic

Probabilistic

Static

Generic

Structural-
based

RaPo-based

Integral-based

Uncertainty?

With 𝑡?

Application?

Computation?
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Resilience metric
Resilience metric 1 (Henry and Ramirez-Marquez 2012)

→ 𝑃(𝑡) system performance function
→ 𝑡%: the time when the external disruptive event occurs
→ 𝑡& : the time when system performance reaches its lowest level

Ratio of the recovered performance up to time 𝑡 to the total loss of system
performance due to a certain disruptive event.

→ 𝑹(𝑡): system resilience at time 
𝑡 under a disruptive event

𝑡 ≥ 𝑡&
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Resilience metric

Resilience metric 1 (Henry and Ramirez-Marquez 2012)

• Determinis)c, dynamic, ra)o-based

• 𝑃(𝑡) could be higher than 𝑃(𝑡%), therefore 𝑹(𝑡) could be >1
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Resilience metric

Resilience metric 2 (Zobel 2011)

→ 𝑃) 𝑡 : normalized system performance function
→ 𝑃*): loss of normalized system performance after a disruption 
→ 𝑡%: the instant when the external disruptive event occurs
→ 𝑡+: the instant when the system performance returns to original level
→ 𝑡∗: a strict upper bound for restoration time 𝑡
→ 𝑇 = 𝑡+ − 𝑡% and 𝑇∗ = 𝑡∗ − 𝑡%.
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Resilience metric

Resilience metric 2 (Zobel 2011)

• Ratio of the area between the system performance curve and the 
time axis and the area between the desired performance (=1) and 
the time axis

• Deterministic, static, ratio-based 
• Considers both the loss of performance and the length of recovery
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Resilience metric

Resilience metric 3 (Chang & Shinozuka 2004)

𝑹 = Pr(𝑃% > 𝑃∗ and 𝑡+ < 𝑡∗)

→ 𝑃%: the initial system performance loss after a disruption, i.e., the largest 
loss during the disruptive event

→ 𝑃∗: the maximum acceptable loss of system performance
→ 𝑡+: the time when the system performance returns to its original level
→ 𝑡∗: the maximum acceptable system recovery instant
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Resilience metric
Resilience metric 3 (Chang & Shinozuka 2004)

𝑹 = Pr(𝑃% > 𝑃∗ and 𝑡+ < 𝑡∗)

• Probabilis)c metric (considers uncertainty of the process)

• Taking into account both the loss of performance and the length of 
recovery
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Resilience metric

𝑨𝑹 = 𝐸
∫7
89 𝑃 𝑡 𝑑𝑡

∫7
89 𝑃8 𝑡 𝑑𝑡

Resilience metric 4 (Ouyang 2014)

• Annual system resilience
• Measuring the mean ratio of the area between the system

performance curve and the time axis to the area between the
target performance curve and the time axis during a year

• Probabilistic, integration-based and ratio-based

• Taking into account multiple disruptive events 

= 𝐸[
∫7
89 𝑃8 𝑡 𝑑𝑡 − ∑<=>

)(89) 𝐴𝐼𝐴<(𝑡<)

∫7
89 𝑃8 𝑡 𝑑𝑡

]
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Resilience metric

Value Data required in 
system performance 
(SP) dimension

Data required 
in time 
dimension

Feature/advantag
e in the 
application

Metric 1

𝑹(𝑡) =
𝑃(𝑡) − 𝑃(𝑡&)
𝑃(𝑡%) − 𝑃(𝑡&)

Function of 
time

𝑃(𝑡): SP function 𝑡% and 𝑡& It is actually a 
normalized SP
function

Metric 2

𝑹 = 1 −
𝑃*)𝑇
2𝑇∗

Single value
∈ [0,1]

The lowest value of
the normalized SP.

𝑡%, 𝑡+, and 𝑡∗ Provide a rough 
estimation based 
on relatively less 
information

Metric 3

𝑹 = G
H:

H;
𝑃)(𝑡)
𝑇IJ

𝑑𝑡

Single value
∈ [0,1]

𝑃) 𝑡 : the normalized 
SP function of time

𝑡% and 𝑡+ Including more 
information of SP

Metric 4

𝑹 = Pr(𝑃% < 𝑃∗ ∩ 𝑡+
< 𝑡∗)

Single value
Probability

SP value at a critical 
time instant

𝑡+ and 𝑡∗ Taking into 
account the 
uncertainty of the 
event or system

• Their uses depend on the applications and available data
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Resilience assessment 
framework
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Resilience assessment

SYSTEM & THREAT 
CHARACTERIZATION

SYSTEM REACTION

VULNERABILITY OF 
SYSTEM COMPONENTS

SYSTEM RESTORATION

• Objective: to evaluate 
the resilience of a 
system against specific 
hazards with 
computational methods

• Hazards are able to be 
modeled explicitly, e.g. 
hurricanes, via 
physical/parametric 
models

I

II

IV

III

Simulation-based resilience assessment framework
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Resilience assessment

DESCRIBING THE 
SYSTEM

Resilience of what?

DESCRIBING THE 
HAZARDS

Resilience to what?

OPERATIONAL MODEL
Key performance 

indicators
TransiPon & threshold

HAZARD MODELS
e.g., probability-based 

hurricane models

HAZARD IMPACT 
EVALUATION

How the hazard impacts 
the individual system 

components?

COMPONENTS FRAGILITY 
MODELS

e.g., fragility curve

SYSTEM RESILIENCE 
EVALUATION

e.g. generic resilience 
metrics

COMPONENT REPAIR 
MODELS

How each individual 
components are 

repaired?

SYSTEM & THREAT 
CHARACTERIZATION

VULNERABILITY OF SYSTEM 
COMPONENTS

SYSTEM REACTION

SYSTEM RESTORATION

A threat(hazard)-based assessment framework: the flow chart
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Resilience assessment

DESCRIBING THE 
SYSTEM

Resilience of what?

DESCRIBING THE 
HAZARDS

Resilience to what?

OPERATIONAL MODEL
Key performance 

indicators
Transition & threshold

HAZARD MODELS
e.g., physical hurricane 

models

HAZARD IMPACT 
EVALUTION

How the hazard impacts 
the individual system 

components?
Monte Carlo simulation

COMPONENTS 
FRAGILITY MODELS
e.g., fragility curve

SYSTEM RESILEINCE 
EVALUTION

e.g. generic resilience 
metrics

COMPONENT REPAIR 
MODELS

How each individual 
components are 

repaired?

• AC power flow 
model

• P(t) = Total energy 
unsupplied

• OperaPon states of 
transmission lines, 
substaPons, power 
generators, etc. at each 
Pme periods

• Probability distribution of the restoration 
time

𝑇- = 𝐹(𝑙𝑒𝑣𝑒𝑙 𝑜𝑓 𝑑𝑎𝑚𝑎𝑔𝑒, 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒)

• Computing resilience 
metrics

• Comparison under 
different scenarios

Example: power transmission system resilience under hurricanes
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Methods166

e.g., Agent Based 
Modeling and 
Simulation, System 
Dynamic Model, 
Economic-Based 
Approaches, …

e.g., Topology-
based approaches

e.g., Flow-based 
approaches 
(maximum flow 
model, …)

Phenomenological/
Functional 
methods

Structural/
Topological 

methods

Flow
methods

e.g., Risk Analysis 
(fault/event trees, 
…), Probabilistic 
Modeling (Markov 
Chains, Bayesian 
network, …)

Logical 
methods

Resilience assessment of CIs
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Methods167

e.g., Agent Based 
Modeling and 
Simulation, System 
Dynamic Model, 
Economic-Based 
Approaches, …

e.g., Topology-
based approaches

e.g., Flow-based 
approaches 
(maximum flow 
model, …)

Phenomenological/
Functional 
methods

Structural/
Topological 

methods

Flow
methods

e.g., Risk Analysis 
(fault/event trees, 
…), Probabilistic 
Modeling (Markov 
Chains, Bayesian 
network, …)

Logical
methods

Resilience assessment of CIs
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Resilience improvement
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Case study: Interconnected water supply and electric power systems 

Most relevant system 
parameters obtained by 

SADIM 1
𝑖K Activities Affected 

parameters 𝑝!"
1 Identify and predict potential 

hazards
𝐹#, 𝐹$, 𝐹%, 𝐹&, 𝐻'

2 Improve the efficiency of failure 
detection

𝐻'

3 Identify and improve maintenance 
of key elements

𝐹#, 𝐹$, 𝐹%, 𝐹&

4 Design redundancy for link 𝐿()* 𝐹#
5 Design redundancy for link 

𝐿+,)-,
𝐹$

6 Design redundancy for buffer 
𝐷𝑆%

𝐹%

7 Design redundancy for link 𝐿*). 𝐹&
8 Staff training 𝐹#, 𝐹$, 𝐹%, 𝐹&, 𝐻', 𝜇#
9 Establish efficient communication 

channels for operators
𝐻', 𝜇#

10 Emergency education for users 𝐻/
11 Improve repair efficiency for link 

𝐿()*
𝜇#

Gas user

Electricity user

Generator

Generator

Gas supplier

Gas supplier

Electricity user

Gas user

Resilience-oriented decision making
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Objective functions

𝑓> = 1 − 𝑅H = 1 −
∫H!
H"∑V#

V#=)#𝜔VX 𝑦V#(𝑡) 𝑑𝑡

∫H!
H"∑V#

V#=)#𝜔VX 𝐷V#(𝑡) 𝑑𝑡

𝑓Z = 𝐶𝑜𝑠𝑡 =^
_$

𝑐_$
a

Decision variables

The resilience enhancement activities 𝑖_.

Resilience-oriented decision making
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Pareto Front

Three optimal values
• PF 1: minimum value of 𝑓> = 1 − 𝑅H and the maximum value of 𝑓Z = 𝐶𝑜𝑠𝑡;
• PF 2: the best compromise solution obtained using the min-max approach to 

compromise between resilience and cost;
• PF 3: the maximum value of 𝑓> = 1 − 𝑅H the minimum value of 𝑓Z = 𝐶𝑜𝑠𝑡.

Resilience-oriented decision making
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Optimal investment of RES activities

PF 1 PF 2 PF 3
𝑅% 0.9454 0.8667 0.6447 
𝐶𝑜𝑠𝑡 8.7107 2.3275 0.7243

Resilience-oriented decision making
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Conclusions



Oil & Gas Communica-
tions Water Transp. Emergency

Services
Electric
Power

(Networked) CIs protection

Safety/Risk 
Vulnerability 

Dependency Structural 
complexity 

Dynamic 
complexity 

Resilience 

Protection and resilience of critical infrastructures: 
scientific and technical issues



CI vulnerability 
assessment

CI resilience 
assessment

Optimal design
Optimal resilience

Modelling & 
Simulation

Data/event-
driven study

Resilience of critical infrastructures

Knowledge

Analysis

Decision 
making
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A R T I C L E I N F O

Keyword:
Risk assessment
Simulation
Business continuity
Resilience
Condition monitoring-based risk assessment
Dynamic risk assessment
Cyber-physical systems
Safety and security assessment

A B S T R A C T

Risk assessment must evolve for addressing the existing and future challenges, and considering the new systems
and innovations that have already arrived in our lives and that are coming ahead. In this paper, I swing on the
rapid changes and innovations that the World that we live in is experiencing, and analyze them with respect to
the challenges that these pose to the field of risk assessment. Digitalization brings opportunities but with it comes
also the complexity of cyber-phyiscal systems. Climate change and extreme natural events are increasingly
threatening our infrastructures; terrorist and malevolent threats are posing severe concerns for the security of
our systems and lives. These sources of hazard are extremely uncertain and, thus, difficult to describe and model
quantitatively.

Some research and development directions that are emerging are presented and discussed, also considering
the ever increasing computational capabilities and data availability. These include the use of simulation for
accident scenario identification and exploration, the extension of risk assessment into the framework of resi-
lience and business continuity, the reliance on data for dynamic and condition monitoring-based risk assessment,
the safety and security assessment of cyber-physical systems.

The paper is not a research work and not exactly a review or a state of the art work, but rather it offers a
lookout on risk assessment, open to consideration and discussion, as it cannot pretend to give an absolute point
of view nor to be complete in the issues addressed (and the related literature referenced to).

1. Introduction

Safety is freedom, freedom from unaffordable harm, and, thus, a
human right. Risk assessment has been the dominant paradigm for en-
suring this right in the design and operation of industrial systems.
Examples of areas of applications include the chemical process industry,
the nuclear industry, the transportation sectors, the aerospace industry etc.

Risk assessment is a mature discipline. The structured performance
of a risk assessment guides analysts to identify possible hazards/threats,
analyze their causes and consequences, and describe risk, typically
quantitatively and with a proper representation of uncertainties. In the
assessment, the analysts make assumptions and simplifications, collect
and analyze data, and develop and use models to represent the phe-
nomena studied. For example, the failure modes of components due to a
given earthquake, the heat fluxes on a structure due to a fire, the re-
sponse of operators to an accident are all the results of conceptual
models that attempt to mimic how a real accident would proceed, based
on the knowledge available. The risk assessment of a system requires
the consideration of a possibly very large number of scenarios with
multiple failures of its components and, by so doing, provides an in-
depth understanding and knowledge of the system failure modes with

consequent increase of the awareness on risk and the attention to
safety, which typically leads to an overall improvement of the safety of
the system.

The World we live in is rapidly changing in many ways.
Digitalization is bringing new opportunities of connectivity, monitoring
and awareness, and is changing the way we communicate and socially
behave. Mobility and social pressure are changing the landscape in
which we live and operate. Continuous advancements in technical
knowledge and technology are improving our production processes,
products and services, as well as our environments, while changing the
business and work/job scenarios. As the digital, physical and human
worlds continue to integrate, we experience a deep transformation in
industry, which far-reaches into our lives. The 4th industrial revolution,
the internet of things and big data, the industrial internet, are changing
the way we design, manufacture, supply products and services, the way
we move and live in our environment. This is creating a complex net-
work of things and people that are seamlessly connected and commu-
nicating. It is providing opportunities to make production systems and
services more efficient and faster, and more flexible and resilient the
complex supply chains and distribution networks that tie the global
economy.

https://doi.org/10.1016/j.ress.2018.04.020
Received 1 June 2017; Received in revised form 20 March 2018; Accepted 24 April 2018

E-mail addresses: enrico.zio@polimi.it, enrico.zio@centralesupelec.fr.
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Learning material

• Copies of transparencies.

• Selection of articles available for download.

• Books.

214
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Organizational and administrative 
details of the course

220



221Agip KCO Introduction to exploration activities 221Agip KCO Piping and long distance pipelines

Course introduction: definition of critical 
infrastructure, safety, vulnerability, risk, resilience

Logic Methods: Fault Trees + Exercises

Logic Methods: Event Trees + Exercises

Logic Methods: GTST-MLD (with application to 
CPS)

Homework assignment (project)

Input Output Inoperability Model

Complexity theory and centrality measures

Decision analysis for resilience

(Game theory, Adversarial Risk Analysis, …)
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Assignments and evaluation

• Project (+2)
• Exam: written questions + exercises

222
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Thanks…

…for your attention…
…and for being resilient


