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Introduction to the course:
« Reliability

« Safety

* Risk Analysis
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Degradation & Failure

Evolution to... failure
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Degradation (some examples)

Creeping of turbine
blades

Original ‘

gauge Ienng
Plastic

:lefon‘nationl

Gauge length
at failure

Original diameter d

Reduction in Diameter at failure
diameter
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Degradation (some examples)
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Degradation (some examples)

Creeping of turbine
blades

L L]
Original
gauge Ienng
Plastic
:leformaticnl

Gauge length
at failure

Original diameter d
PR | A .
e ¥
Reduction in Diameter at failure
diameter

Erosion of choke
valves

Crack
propagation in
bearings
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FAILURES: SOME EXAMPLES
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I
Failure: an Example from the Nuclear Industry

. Davis-Besse accident (February 2002):

. Refueling outage—> a cavity of the size of an American football in the reactor
pressure vessel head. Only a layer of cladding of 7.6 mm thick was left by the
corrosion.

Reactor Pressure Vessel

Head Degradation Location . . .
Possible consequences in case of rupture

0 Fnr;ﬁmlhﬁpq T Rea:msn;l Pm?re
43 .
e T,  Insulation Loss of coolant accident (LOCA)
_ \‘ST Emergency safety procedures to protect from
deactor N core damage or meltdown
Eﬁ:ﬂe ! Vessel Head [ i H| v
Vessel Head || Ca:l_:'ﬂn Stoe] / | _ _
oy 600 | | I 7 Staitess il The jet of reactor coolant might have damaged
{ “Cladding Area of Davis Besse adjacent control rod drive mechanisms,
Reactor Pressure Vessel . .
j! . Head Degradation hampering or preventing reactor shut-down.
Consequences Core melt down

> Repair Action: new lid (600M $)
» Stop operation until March 2004 (2 years)
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Failure: an Example from the Oil and Gas Industry

Consequences

> 11 fatalities
> 4.9 billion barrels of oil spilled into Gulf of

_ Mexico
Explosion of the platform Deepwater . . .
Horizon (Gulf of Mexico), April 2010 » Reputation - Reputation Repair efforts:
(source: sciencesetavenir.fr) o

1 billion dollars spent in Google, Adwords,
and Youtube advertising
% New CEO

aaaaaa

~
Multiplicateur

I—
Puit

Probable cause: leakage in the oil pumping
system due to a bad cement job and other
factors
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10

N Failure: an Example from Railway

Consequences

> 7 fatalities
» 21 people were seriously injured
» 180 people were injured

Train derailment in Brétigny-sur-Orge in
July 2013

Cause: failure of a fishplate (source: Bureau
d’enquétes sur les accidents de transport
terrestre)
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Failure costs (Some Numbers)

= According to Network Rail (UK), rail infrastructure failures and
defects are responsible for 14 million minutes of delay per year

= |In automobile domain, failures cost around 288 millions US $
per day
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Failure Definition

» Failure definition: the termination/loss of ability of an item to perform
its required function

» Failure examples:
< Total cessation of function
* An engine stops running
* A structure collapses
< Deterioration/instability of function
» a motor that is no longer capable of delivering a speC|f|ed torque
* a structure that exceeds a specified deflection [ #F

i1t
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| Failure prevention

Failures

Prevented by

d \

Design for Reliability Maintenance

Degradation

| i .. i i Repair
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| Reliability v

Reliability (1ISO8402): ability to perform an assigned task for a given time
under given environmental and operational conditions

Piero Baraldi |1 | POLITECNICO DI MILANO




Reliability

Reliability (1ISO8402): ability to perform an assigned task for a given time
under given environmental and operational conditions

« Always present in human activities

 From reasonable to rational solutions
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Reliability engineering: When?

Il World War:
= USA

lot of failures
poor system performance
high maintenance costs

first reliability
studies

Radar } Vacuum tubes

= GERMAN
first 10 L (G
o launches : L usser (German
Vi1 M'Ssne} were all first re“?b'“ty Mathematician):
: studies “the reliability of a chain of components
filascos

is determined by the reliability of the
weak link”
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| Reliability Engineering )

«  Why do systems fail? (reliability physics to discover causes and
mechanisms of failure and to identify consequences)

« How to develop reliable systems?
* How to measure/test reliability (in design and operation)?
« How to maintain systems reliable (maintenance)?
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| Our Big Problem... T
lamp of my wife’s
bedside table @

lamp of my
bedside table
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| Our Big Problem... ;

lamp of my wife’s

bedside table | X ¢
lamp of my |
bedside table | g .
The failure time is a random variable!
v

How to represent the failure time?
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| Our Big Problem... T
lamp of my wife’s
bedside table @ | X F

lamp of my
bedside table

The failure time is a random variable!
g
How to represent the failure time?
.
Probability distribution: 7{({)
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| Reliability and Probability )

Definition of reliability (1ISO8402): the ability to perform an assigned task
for a given time under given environmental and operational conditions

v

Operative definition of reliability: Probability that an item performs its
assigned task for a given time under given environmental and
operational conditions
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Reliability, Performance and Cost: the Trade-Off

Objective: design and build product for improved performance

= Faster aircraft
= Thermodynamically more efficient energy conversion
devices
~
Increase ‘load’
= Aircraft > decrease weight
= Energy conversion devices - work at larger temperature
g
Approach the physical limit of the system
= Aircraft > Increase stress level in its components
= Energy conversion devices - heat-induced losses of
strengths and more rapid corrosion

v

Number of failures increases (reliability decreases)
g

Countermeasures should be taken (cost increases)
= Purer material
= Tighter dimensional tolerance
= Monitoring & improved maintenance
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Reliability, Performance and Cost: the Trade-Off

Objective: design and build product for improved performance

= Faster aircraft
= Thermodynamically more efficient energy conversion

devices /
~g Use new-design components,
) , thanks to new technologies
* Increase ‘load o .
_ _ (e.g. iron instead of wood in
= Aircraft > decrease weight structures)
= Energy conversion devices - work at higher temperature g
. Potentially, in the long term:
«  Approach the physical limit of the system * Better performance

 Lower costs

= Aircraft > Increase stress level in its components S
* Larger reliability

= Energy conversion devices - heat-induced losses of

strengths and more rapid corrosion But in the early stage of
. introduction of the new
*  Number of failures increases (reliability decreases) technology:
g * Lower reliability
« Countermeasures should be taken (cost increases) L :
. e.g. iron instead of wood in
= Purer material structures:
= Tighter dimensional tolerance * Problem of brittle fractures

= Monitoring & improved maintenance
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. | D
| Maintenance
|
Failure “ Maintenance

« Maintenance (IEC60300): set of actions that ensure the ability of an
item to be retained in (preventive maintenance) or restored to
(corrective maintenance) the functional state required by the purpose
for which it was conceived.

preventive
maintenance

R

|
\ 4
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Maintenance Costs

GS/year :

160
140

120

100

80

60

40

20

Country

Derived from M. Garetti
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B USA

B Germany
H ltaly

O France
H Canada
HBelgique
HSweden
O Finland
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N

Introduction to the course:
* Reliabllity

« Safety

* Risk Analysis
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N Safety

« SAFETY = freedom from unaffordable harm
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Hazard = Source of Potential Damage
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| Safety

« SAFETY = freedom from unaffordable harm

The ‘parmesan cheese’ model

No Hazard

barrier

\
/

\
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N Safety

Not all barriers work...
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N| Safety: Multiple Barriers

No
Hazard
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N Safety: Multiple Barriers - Example

Radioactive waste &0,
repository iy
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Safety: Multiple Barriers - Example

Piero Baraldi - I

Glass Matrix

® Low corogon rabe o glass.
w High rsistince io sadubon damags . 4
& Homaopansoud radiorucide distrbution L% o e =

| Steel Canister

J |
» Compleely isalabes wasle jor = 1000 poars 1
» Coposon products act 85 a chamical buffar (“: a
& Comoson products lae up meionuclidas —

Betonite Backfill

» LONg resaturabon me

& Low solute rarster rales |dflusion) '.
» Fletardation of radionuclide transport (Sonphon)

& Chermicai bifler [
® Low ragicnuchide solbilty n lsachate

» Cobod fter
» Plasiicity {seil-healing folowing physical disturbance]

Geological Barrier

& Low waler fun
& Favourabie geachsmishy
& Machanical stbiesy

Geosphers:

» Fetardaion of radonuckces (sorpbon,
mathin dfusion)

® Reduction of rafonuchide concantaion (cliuson,
radoaciive decay)

& Prysical protection of The enginasred barniers

{@.0. from ghacial erosion}
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N| Safety: the Swiss Cheese Model

Procedural

Faults in Errors Human
Redundancies Errors
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N

Introduction to the course:
* Reliabllity

« Safety
 Risk Analysis
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The Concept of Risk

Environment
Safeguards

Hazar —
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| The Concept of Risk §

RISK = POTENTIAL DAMAGE + UNCERTAINTY

Dictionary: RISK = possibility of damage or injury
to people or things
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Risk Assessment 39
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Probabilistic Risk Assessment

1. What undesired conditions may occur? mm)

RISK = {
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Probabilistic Risk Assessment

1. What undesired conditions may occur? mm)

2. With what probability do they occur? =)

RISK = {
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Probabilistic Risk Assessment

1. What undesired conditions may occur? mm)

2. With what probability do they occur? =)

3. What damage do they cause? =

1 1

RISK = { }
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I
| Probabilistic Risk Assessment (PRA): Results

{S:; pi; X}
S p X
S, P4 X4
SN PN XN
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| Risk Measures

RISK = p-X
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| Risk Measures

RISK = p-x k1)
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| Risk Measures

RISK = 2 p;X; ")

WARNING:
RISK (A)= RISK (B) A=(P, x); B=(p, X)
RISK REDUCTION:
A: Prevention B: Mitigation, Protection
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Risk Evaluation: Risk Matrix

|
Consequence Increasing Annual Frequency
0 A B C D E
Proctcally - .
i : 5 gy o Rare Unlikely Credibhs Probable  |LikehiFrequant
_IE —_— E 2 i r-.r';.rr\-lr 1 e T CCCUNTE N DOCUTTENS CCCLMTE I GRS N G
A al L)
o o = @
: { E E E. Lot s sty Heporied for Mo cocumed Has soourresd Happens Fap e
w il g inE&P E L P indusiry M leasd once saverl himas serdreril sererT
wrlistry 1N Lasnpasny LRy Irndsly in DTSy
Compaeyy one lcation
4 [Slahtheakh | Shght Shight Shght Continuous Improvement
effect | inpury effact g mpac
2 [Mnor Il-\'uuth K Pl v Mince Risk Roduction Massires
eftect [ inpury aftect damags It
3 [Maor health Local Lioscd Lowcal
atfect [ inpury aflescd damages it
‘ PTIMN} or 1 Kagor [ mjor FMalicamal
talakly aflecl damnage ]
it e - whermive | Dibsnationa
Multipk: | Ext E Inksmational
faklties effect i gt

The level of

risk

avoiding deterioration

is broadly The level of risk can be tolerable

acceptable and generic control only once a structured review of
measures are required aimed at risk-reduction measures has

been carried out
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Risk Assessment & Management Procedure

Acceptance criteria Analysis preparation

System definition
Hazard identification

Frequency analysis Consequence analysis
Risk representation

Risk assessment
. |

Risk evaluation I
|
Further risk reduction

Risk reduction

Risk management and control
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Course Syllabus
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| Topics §

« Basics of probability
* Reliability of simple systems

« Markov processes for reliability and availability
analysis of more complex systems

Monte Carlo simulation method for reliability and

availability analysis

« Estimation of reliability parameters from
experimental data

__* Maintenance in the energy industry

» Probabilistic Risk Assessment

« Bayesian networks, fault and event tree analysis

Part 2: for identification and quantification of accidental
Safetyand — sequences

Risk - Dependent Failures
Assessment « Importance Measures

Piero Baraldi - I

Part 1:
Reliability — .
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| Topics (Part 1) }

« Basics of probability

@ | X t
l /\
t

The failure time is a random variable!
v
How to represent the failure time?

v
Probability distributions: f{t|A)
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| Topics (Part 1) —

« Basics of probability
* Reliability of simple systems

Pumpy1
01
—>
—» Head K e——
0 —>
Q
P
Pl

pumping system
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Topics (Part 1)

« Basics of probability

« Reliability of simple systems
Markov processes for reliability and availability analysis of more

complex systems
( - ) N Camm
~— M M N )
Ve f —

Valve to be
cracked
open

)
m @
/

\
|

|
i N ‘“ﬁ,__
I ,-’I]')T:am )
- e i
£ valve
Non- l‘l I-__ &
Return | T -
- Valve
\
. .
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Topics (Part 1)

|| .
Basics of probability
Reliability of simple systems

Markov processes for reliability and availability analysis of more
complex systems

Monte Carlo simulation method for reliability and availability analysis

SAFETY INJECTION SYSTEM

Monte Carlo Simulation
for reliability and availability analysis
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| Topics (Part 1) }

« Basics of probability
* Reliability of simple systems

« Markov processes for reliability and availability analysis of more
complex systems

« Monte Carlo simulation method for reliability and availability analysis
« Estimation of reliability parameters from experimental data

Failure times

15.8 h
15.9 h fe)
15.1 h
17.2 h
(Accelerated) degradation o
tests 145 h
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Topics (Part 1)

« Basics of probability
* Reliability of simple systems

« Markov processes for reliability and availability analysis of more
complex systems

« Monte Carlo simulation method for reliability and availability analysis
« Estimation of reliability parameters from experimental data
« Maintenance
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| Topics (Part 2) .

» (Probabilistic) Risk Assessment

« Bayesian networks, fault and event tree analysis for identification and
quantification of accidental sequences

* Importance Measures
* Dependent Failures
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Topics

» (Probabilistic) Risk Assessment

S p X
S, P4 X4
S Pn XN
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Topics

 Probabilistic Risk Assessment

« Bayesian networks, fault and event tree analysis for identification and
quantification of accidental sequences

Blowout accident in oil and gas wells during drilling

L — 1000
— 2000 &

- — Annular preventer

-}‘—— — 7000 ft

— — 10000 ft

Blowout
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Topics (Part 2)

 Probabilistic Risk Assessment

« Fault and event tree analysis for identification and quantification of
accidental sequences

* Importance Measures

Which is the most
‘ ] «critical» component?
S,
FROM WELL(S) _E
>
>

STABILIZED CRUDE CIL FOR EXPORT

PRODUCED WATER TO
TREATHMENT
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Topics (Part 2)

 Probabilistic Risk Assessment

« Fault and event tree analysis for identification and quantification of
accidental sequences

* Importance Measures
 Dependent Failures electric grid
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| Topics (Part 2) }

 Probabilistic Risk Assessment

« Fault and event tree analysis for identification and quantification of
accidental sequences

* Importance Measures
* Dependent Failures
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| Teaching Organization }

» Lectures (traditional + flipped classes)
« Exercise sessions

« Tests during exercise sessions

« Multidisciplinary teams:

= Development of a matlab/python* code for the estimation of
reliability and availability of an energy system (Monte Carlo
project)

= Prepare a presentation and deliver a speech on a specific topic
related to the latest advancement in the field of reliability, safety
and risk analysis.

e Seminars

*Chance to take part in tutoring sessions organized by the study program
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. I
| Course Material
||

* Lecture slides ( - Teaching)
« Course material (except lecture slides) > WeBeep:
= Assignments (Monte Carlo project, Scientific Talk)
= Course information and updates;
= Exam results
« Books:

= Zio E., An introduction to the basics of reliability and risk analysis,
World Scientific, 2007.

= Zio E., Computational methods of reliability and risk analysis,
World Scientific, 2009.

= Zio E., The Monte Carlo Simulation Method for System Reliability
and Risk Analysis

= Zio E., Baraldi P., Cadini F., “Basics of Reliability and Risk
Analysis: Worked Out Problems and Solutions”. World Scientific,
Singapore, 2011

Piero Baraldi - I
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http://www.lasar.polimi.it/

Fnrico Zio

AR INTRODUCTION T0 THE BASICS OF RELIABILITY AND AISH ANALYSIS

SISHTENHHS1H INY hLMIBHM3H 405508 3HL 0L M LAO0H]

The necessity of expartise for taokling the complicated and smitidisciplinary issues of safety

and risk hes slowly parmested into all enginesring applications so that risk anabysis and

management has grined a relevant rels both as 2 tool in sspport of plant design and as an

indispensable means for emergency planming in accidental situations. This entails the Series i . . L . . . ,if {P
ries in Quality, Reliability and Engineering Stufisfics

soquisition of apprepriats reliability medeling and risk analysis tools as complement 1o the u “r' IY ng ng ¥ {} * “j

basic and specific engineering knowledge for the technologioal avea of application.

This book provides an introduetion to the pnncipal conoepts and issues related o the safsty
of modern industrial activities and an illnstration of the classical echmigues for relinhility

analysis and risk asssssment med in the current practics, It is aimsd at providing an orgamio

Pt OF RELIRBILITY AND RISH ANALYSIS

|EEN-13 979-081 206303
EBN-1H £81-17 (L83

o ITRYET2 TOL393
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R i) E. Zio, Ecole Centrale Paris, Chatenay-Malabry, France
W The Monte Carlo Simulation Method for System Rel and

Series: Springer Series in Reliability Engineering

» lllustrates the Monte Carlo simulation method and its application
to reliability and system engineering to give the readers the sound
fundamentals of Monte Carlo sampling and simulation

» Explains the merits of pursuing the application of Monte Carlo

sampling and simulation methods when realistic modeling is
required so that readers may exploit these in their own applications
» Includes a range of simple academic examples in support to the
explanation of the theoretical foundations as well as case studies
.gi Printed book provide the practical value of the most advanced techniques so that
the techniques are accessible
» 129,95€ | £117.00| $179.00

» *139,05 €(D) | 142,94 € [A) | CHF 173.00 Monte Carlo simulation is one of the best tools for performing realistic analysis of
complex systems as it allows most of the limiting assumptions on system behavior to

2013, 2013, XV, 198 p. 69lhus., 24 in color,

@ Book be relaxed. The Monte Carlo Simulation Method for System Reliability and Risk Analysis

- comprehensively illustrates the Monte Carlo simulation method and its application to

For individual purchases buy ata reliability and system engineering. Readers are given a sound understanding of the

lower price on springsr.com. fundamentals of Monte Carlo sampling and simulation and its application for realistic

Afree preview is available. Tystom modging:

Also available from libraries

offering Springer's eBook Whilst many of the topics rely on a high-level understanding of calculus, probability and

Collection. statistics, simple academic examples will be provided in support to the explanation of the

» springer.comiebooks theoretical foundations te fadilitate comprehension of the subject matter. Case studies
will be introduced to provide the practical value of the most advanced technigues.

&) wyCopy This detailed approach makes The Monte Carlo Simulation Method for System Reliability

Printed eBook exclusively and Risk Analysis a key reference for senlor undergraduate and graduate students as

available to patrons whose well as researchers and practitioners. It provides a powerful tool for all those involved in

library offers Springer's eBook system analysis for reliability, maintenance and risk evaluations.

Collection.***

> €|524.95

» springer.com/mycopy
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Instructors

 Piero Baraldi
* Nicola Cardenas

« Giovanni Roma
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Teaching Organization

Part 1 Part 2
|

—_

May

—

17th

June
4th
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Final Evaluation

= Project (15%)

= Scientific Talk (15%)

= 4 Hands-on exercises that will be done during 4 exercise sessions’ (35%)
= Written exam on theory (35%)2

= Possibility to have an oral exam (+/- 3 points)

It is necessary to have at least 18/30 in each one of the four hands-on exercises to be
admitted to the written exam.
» Students that do not pass the hands-on exercises will have the possibility to do a
written exam with 2 exercises
21t is necessary to have at least 18/30 in the written exam to pass the course.
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