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 Title of the research 

Identifying Relationships Between Information and Physical Layers with Signal Analysis 
 Objectives of the research 

Recent well-publicized disinformation campaigns have increased awareness among researchers 
that historical problems of mis-/disinformation exacerbated due to the wide availability of 
online platforms. Disinformation influences public trust in institutions and willingness to adopt 
their recommendations. However, an understudied problem is how emergent networks of 
disinformation could lead to misuse of critical infrastructure systems, leading to wide spread and complex 
adverse impacts. Disinformation can be weaponized to disrupt cyber-physical systems and 
networks, which requires effective coordination between interdependent human information 
and physical layers. This weaponization of disinformation motivates our work in studying 
attacks in the information layer that, through emergent human interactions, leads to a 
disruption in the physical layer. Addressing this issue reimagines (i) an information layer being 
formed from social media and (ii) a disinformation attack that causes human responses (i.e., 
communication on social media) that adversely alter performance in the physical layer. 
 This project deals with the relationship between these two information and physical 
layers via human links between the two. Disinformation on its own may not be harmful, even if 
widely shared, unless adverse impacts on the physical layer result from it. However, it is not 
clear how to detect or quantify such effects, which could be considered analogous to link 
prediction methods to determine connections in a social network. Such connections would 
generally not be known in advance, as they represent how humans use information or 
disinformation to engage with the physical layer in real time.  
 We propose building upon recent innovations in the Laboratory of Signal and Risk 
Analysis in identifying functional dependencies between the information and physical layers 
based on signals that trigger in each layer (e.g., a series of disinformation signals may trigger a 
performance/disruption signal in the physical layer).  
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