
 

 

 
 

 

Methods for the evaluation and optimization of the resilience 

systems, plants and infrastructures 

 
• Context of the research 

 

Risk-based approaches have been used to assess hazards in industrial plants and mitigate 

consequences associated with their impact. By identifying the components contribution to the 

overall system risk, the outcomes of risk assessment enable prioritized decisions to reduce risk. 

However, the uncertain nature and extent of hazards emerging in changing environments, makes 

risk-based approaches difficult to apply with success. This is particularly true for the complex, 

interconnected systems that make up today's critical infrastructures and calls for attention to the 

properties of resilience of systems, in the face of large uncertainties. Differently from the 

concept of risk, resilience is focused also on the ability to prepare and recover quickly from an 

accident or disruptive event, which may be known or un- known. Managing for resilience, then, 

requires ensuring a system's ability to plan and prepare for the potential occurrence of accidents 

and disruptive events, and then absorb, recover, and adapt in case of occurrence. 

Resilience is nowadays considered a fundamental attribute for systems that should be guaranteed 

by design, operation and management. It is characterized in terms of four properties, i.e. 

robustness, redundancy, resourcefulness, rapidity and four interrelated dimensions, i.e., technical, 

organizational, social, economic. It can be considered a new paradigm for risk engineering, 

which proactively integrates the accident preventive tasks of anticipation (imagining what to 

expect) and monitoring (knowing what to look for), the in-accident tasks of responding (knowing 

what to do and being capable of doing it) and learning (knowing what has happened), the 

mitigative tasks of absorbing (damping the negative impact of the adverse effect) and the 

recovery tasks of adaptation (making intentional adjustment to come through a disruption), 

restoration (returning to the normal state). 

 

The objective of the research is to study, develop and advance metrics, methods and frameworks 

of resilience assessment and optimization, considering the large uncertainties, the heterogeneities 

and all relevant attributes involved including equity of solutions. 

 

• Objective of the research 

 

Methodology study, development and advancement; software tool development; case study 

solution. 
 

 

 

 

For further information, please contact: 

Prof. Francesco Di Maio, francesco.dimaio@polimi.it, 02 2399 6372 

Prof. Enrico Zio, enrico.zio@polimi.it, 02 2399 6340 
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