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10.00 – 10.10  Welcome address 

 

10.10 – 10.30  Prof. Enrico Zio, Politecnico di Milano, Energy Department and 

Director of the Chair on Systems Science and Energetic Challenge, 

CentraleSupelec, Fondation EDF (Electricite’ de France) 

“The future of risk assessment” 

 

10.30 – 11.30  Prof. Lixuan Lu, Faculty of Energy Systems and Nuclear Science, 

University of Ontario Institute of Technology  

“Analysis of fault tolerant design methods for single event effects in 

field programmable gate array-based systems using the dynamic 

flowgraph methodology 

 

11.30 – 12.30  Dr. Francesco Di Maio, Politecnico di Milano, Energy Department  

“Integrated Safety and Securiy Analysis for Cyber-Physical Systems”  

 

  



   

 

Prof. Enrico Zio  

Politecnico di Milano, Energy Department 

Director of the Chair on Systems Science and Energetic Challenge, CentraleSupelec, 

Fondation EDF (Electricite’ de France) 

 

Abstract  

Digitalization brings opportunities but with it comes also the complexity of cyber-physical 

systems; climate change and extreme natural events are increasingly threatening our 

infrastructures; terrorist and malevolent threats are posing severe concerns for the security of 

our systems and lives. These sources of hazard are extremely uncertain and, thus, difficult to 

describe and model quantitatively. 

To cope with the situation depicted above, risk assessment must evolve for addressing the 

existing and future challenges, and considering the new systems and innovations that have 

already arrived in our lives and that are coming ahead. 

Considering the ever increasing computational capabilities and data availability, some research 

and development directions that are emerging are presented and discussed, including the use 

of simulation for accident scenario identification and exploration, the extension of risk 

assessment into the framework of resilience and business continuity, the reliance on data for 

dynamic and condition monitoring-based risk assessment. 
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University and Wuhan University, China and Co-Director of the Center for REliability and Safety of Critical 

Infrastructures (CRESCI) , Beijing, China. His research focuses on the modeling of the failure-repair-maintenance 

behavior of components and complex systems, for the analysis of their reliability, maintainability, prognostics, safety, 
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Prof. Lixuan Lu 

Faculty of Energy Systems and Nuclear Science, University of Ontario Institute of 

Technology 
 

Abstract 

Filed Programmable Gate Arrays (FPGAs) are form of digital hardware that can be programmed 

to carry out digital logic functions, and have seen use in nuclear power plant Instrumentation 

and Control (I&C) systems. Like all semiconductor devices, FPGAs could be vulnerable to 

radiation-induced failures, known as Single Event Effects (SEEs). Therefore, mitigation methods 

are required to ensure reliable operation of FPGAs in nuclear plant systems. In this paper, the 

Dynamic Flowgraph Methodology (DFM) is the selected reliability analysis methodology to 

analyze potential defenses against SEEs in FPGA-based systems. DFM is a dynamic (time-

dependent) methodology that was specifically developed to model digital systems. It has the 

potential for improved modelling of FPGA-based systems. DFM was used to evaluate common 

SEE mitigation methods, such as Cyclic Redundancy Checks (CRC) and Voting Logic (VL), as well 

as common safety architectures, such as 1oo2, 2oo2D, 2oo2, etc. The analysis considered top 

event failures of “Missed Trips” and “Spurious Trip”, and was performed over multiple time steps, 



   

to determine the effects of the SEE failures on different systems/architectures as they evolve 

through time. A basic 1oo1 system was used at a baseline, and compared to 1oo1D architectures 

when SEE mitigation was added. Following this, the 1oo1 and 1oo1D architectures were 

compared to other safety architectures, based on examples from IEC 61131-6. The ability and 

effectiveness of DFM for modelling SEE mitigation methods and safety architectures were 

determined through both the quantitative and qualitative analysis results. 
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Dr. Francesco Di Maio 

Politecnico di Milano, Energy Department 

 

Abstract 

A Cyber-Physical System (CPS) features a tight combination of (and coordination between) the 

system computational units and physical elements. In CPSs, cyber and physical processes are 

dependent and interact with each other through feedback control loops (e.g., embedded cyber 

controllers monitor and control the system physical variables, whilst physical processes affect, 

at the same time, the monitoring system and the computation units by wired or wireless 

networks).  

Safety analysis traditionally considers hardware component failures, human errors, 

communication malfunctions and software errors. However, the increase of computer-based 

technologies entails accounting not only for accidental causes of these, but also for malevolent 

threats, including interrupted communication between the cyber system and the physical system, 

due to a malicious attack through connecting network. Cyber threats, initiated in the cyber 

domain and manifested in the physical domain, can be misclassified as component failures, 

disguising their malicious characters. On the contrary, it is important to detect them as such and 

distinguish them from component failures within an integrated safety and security analysis 

framework.  

The integration will be presented along with an application regarding a digital Instrumentation 

and Control (I&C) system of a Nuclear Power Plant (NPP), that can be considered CPSs, given 

its strong reliance on computer-based functions for enhancing the NPP availability. 
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For further information and registration, please contact francesco.dimaio@polimi.it 
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